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Implementation 



Objective:
To install and configure Saber LAN Workstation (SLW) on a Windows NT Network for the purpose of collecting software inventory on an ongoing basis, focusing on Microsoft Software and in-house development projects, on all workstation machines, to facilitate the management objective of YR2000 compliance.

Current Network Environment-

Windows NT Network with one Primary Domain Controller/Two Backup Domain Controllers and approximately 900 Windows 95/WindowsNT 3.51 Workstation/WindowsNT 4.0 Workstation clients.  Most users do not log on to the network; rather, they log on to their own workstations as a local user and only connect on an ad hoc basis to the network to retrieve data/new applications. The network is in essence a workgroup environment with connections being administered at a share level.

This does provide some complications for an SLW implementation at Citicorp, since SLW is more often used in a login script environment with users who establish dynamic/static connections from a script. Since login scripts are under centralized control they can be updated in one location for all users. Most importantly, all access and security in a Login environment can be administered centrally at the domain level, not on a connection by connection basis.  For inventory, a drive to the share where the Equip Agent is located is connected to in the login script and the Agent is run every time the user logs on. The focus in inventory collection is to establish a consistent method by which inventory data can be collected with as little user and administrator involvement as possible. In a workgroup environment the user must initiate the connection and the administrator’s have decentralized security in various shares.  Another problem is the frequency of which users reboot their machines.  Most users lock the workstation when leaving and leave a screen saver running.  This provides no consistent method of executing the Equip Agent.

NOTE:  There are many possibilities for implementation, however some conflict with NT SECURITY.  Microsoft NT Support representatives reviewed our methods of rolling out SLW by some of these means and agreed that while creative, they should not be implemented, but that the following would be the best solutions based upon the situation.  Their strongest recommendation is to move to a login environment (it is also McAfee’s); however, since Citicorp is currently not a login environment, four supportable possibilities for  rolling out SLW inventory are available:

1. Support for user connections to run the Equip Agent – provides the ability to run the agent at any time

2. Provide an executable at startup that would run the Equip Agent every time a user restarts Windows – Automates the process, but requires user to restart Windows

3. Provide links from the Intranet to either run the Equip Agent or Setup a machine to execute the Equip Agent on Startup

4. Create a global user “Inventory” with a login script that automatically connects to and runs the Equip Agent – Automates the process, but requires Users to log on to the DOMAIN

Server Configuration -

SLW was originally configured so that INFOSERV would be the site master, and NT-MASTER would be a member server.  This was done because NT-MASTER is a server that people usually connect to to retrieve information. Conflicts arise when a user tries to connect to a server from a local account (logged in to their own workstation) where the server has local accounts, not domain accounts, established with the same USER ID including administrator.  Since there are a significant number of local users on NT-MASTER for Macintosh security reasons, and INFOSERV has no local user accounts, we moved all inventory collection process to INFOSERV to avoid connection problems, which in turn means management of only one resource.

SLW Inventory Configuration -

The MCAFEESM directory (the root of SLW) and subtree exists on INFOSERV.  A share was created for inventory at the C:\MCAFEESM\SITEINV level with change permissions named SITEINV.  The Equip Agent is located in the \\INFOSERV\SITEINV\AGENT directory.  The Equip Agent is EQUIP32.EXE, which executes the following four processes on a workstation:

· Generates an EQUIP.ID file on the ROOT of the local hard drive, which uniquely identifies the machine by NIC ADDRESS and time/date stamps the Equip Agent process, the first time EQUIP32.EXE is run.  Subsequently, each time the Equip Agent is run, it checks the EQUIP.ID file time/date stamp to see if it should collect inventory information based upon frequency settings on the SERVER, if inventory is collected, it updates the time/date stamp.

· Examines the registry for all hardware information

· Scans the hard drive for all *.EXE and *.COM files

· Copies AUTOEXEC.BAT, CONFIG.SYS, WIN.INI, SYSTEM.INI 

Rollout Methods -

1. Ad hoc execution of the Equip Agent -
Users who are connected to the DOMAIN can run the Equip Agent at any time from a command line:

\\INFOSERV\SITEINV\AGENT\EQUIP32.EXE

There is a guest account enabled on INFOSERV for this share-level transaction

2. Registry Merge –
Windows 95 and WindowsNT 4.0 users connected to the DOMAIN have the ability to process an executable or batch file at Windows startup from a Run command in the REGISTRY.  A single key REGISTRY merge file can be run from the command line:

\\INFOSERV\MCAFEESM\INVEN.REG

This automatically merges the entry into the registry, regardless of rights, and runs the Equip Agent every time Windows is restarted.

NOTE: WindowsNT 3.51 DOES NOT support this function.  The only way to automate the startup process for WindowsNT 3.51 is through the COMMON STARTUP GROUP, which can only be changed by the ADMIN at each workstation.

3. Intranet Web Page –
All users with web access can visit a web page that would have both the Registry Merge solution for Window95/ NT 4.0 users and the Ad Hoc solution for everyone.  A HYPERLINK to the \\INFOSERV\MCAFEESM\INVEN.REG file can be created that will automatically run the registry merge when clicked.  A second HYPERLINK to \\INFOSERV\SITEINV\AGENT\EQUIP32.EXE can be created that will execute the Equip Agent when clicked.

4. Inventory User –
For WindowsNT 3.51/4.0 a DOMAIN Account for the user “Inventory” has been created.  This user has a login script, which processes the Equip Agent for Inventory collection.  That is the only function of this user.  To emphasize this, the script also processes a SYSTEM RESTART upon completion of the Equip Agent.

Users must:
Login into DOMAIN: TTI
Username: Inventory
Password: inventory

NOTE: This solution does not perform a SYSTEM RESTART on Windows95 machines.
NOTE:  Windows3.51 sometimes returns an OLE Initialization error on Login, we are currently working on a solution to this problem
Implementation -

Due to the fact that most users do not Login to the DOMAIN and there are no Login Scripts enabled, there is no way to provide comprehensive centralized control of the Inventory process.  Therefore, management controls must be implemented to insure the success of the Inventory process.  Users must be made aware of the importance of the collection process, and running of the Equip Agent on all machines must be enforced.

An email from the appropriate management position must go out to all users detailing the necessity for the inventory process along with procedures for the appropriate operating systems and a deadline for executing one of the possible methods. 

Recommendation -

· Windows95/WindowsNT 4.0 users implement the registry merge

· Future installations/upgrades of WindowsNT implement the registry merge as part of the install/update process

· WindowsNT 3.51 users execute the Equip Agent from the command line (File/Run)

Issues:

CDC personnel raised these issues.

*NTFS security on the SABER LAN server INFOSERV, and file level security has overcome any security issues placed to date.  

*Inventory information is now set on the server to be collected every two weeks.  The equip32 agent will still run upon boot up in Win95 and NT 4.0 machines.  However it will not collect inventory data, and will not slow the boot process.  (It is very important for this project to succeed that users not remove the run statement from their registry.)  Consistent inventory data will be crucial for the success of CDC’s use of SABER LAN.

*The default PIF file or MS DOS based items needs to have the box “exit on close” checked.  Under a peer to peer environment, I have no control over single users default PIF settings.  

*In CDC’s current network arrangement, rolling out McAfee’s inventory agent has proved to be a challenge.  Without one single logon point, or single site of administrative control, the vast diversity of machine configurations and security rights make our suggested options a workable situation.  This is by far not a perfect fit to either CDC or McAfee.

Updated Status as of Friday June 6, 1997

Both CitiMail and Phone mail was sent to all CDC users the evening of the 2nd.    Response from users was very light both the 3rd and 4th resulting in the inventory capture of only 190 workstations.   A follow-up reminder was needed and completed.  As of Friday evening, we have captured 530.  Reports from users have been under 20, and only one issue remains outstanding as of this writing of this update.  Information regarding this users error has been sent to McAfee’s enterprise support area for analysis.  If user response remains strong, we should have around 550 workstations captured by my departure.   

 I have given a loose accounting of the number of workstations to Steve Grange.  Since no firm number could be established to confirm the amount of workstations on the LAN, I browsed all local Domains and ad hoc workgroups.  The result of this produced a count of 598.  This figure also over estimates the total, due to the fact that users will often boot to different Operating systems on the same day.  The effect of this being that the network browse list shows both computers names for the single physical computer.

The software catalog appears to be operating properly, although the demands placed on the last minute rush to capture has maxed the server’s resources.  Denis O’Rielly and I will go over the process of adding to this software list.  Further, I have distributed copies of the Inventory manual to proper administrative personnel.

It is my recommendation that management use the inventory user account on the  TTI PDC to manage updates to the inventory list for all NT 3.51 users.  The registry merge and update has been working very effectively.  In addition, as users upgrade to NT 4.0, they should follow the procedure to merge the inven.reg to their local registry.

Since inventory data has not been captured within our schedule, management must appoint proper personnel to follow up with users and give McAfee any feedback that might arise.  Further, to fulfill the maximum potential of the Saber LAN product, management should assign upkeep responsibilities for the Saber System to an individual.  It is also recommended that this individual might benefit from McAfee University’s ADMIN course that is offered for the full range of Saber LAN modules that may benefit CDC, and add value to the product.  

Finally, we want to thank you for the opportunity to earn your business.  I have listed my pager and email address below to be available to direct you to the proper support personnel for any questions you might have.

Sincerely,

Randy P. Allen, II  MCSE MCT

McAfee Professional Consulting

Pager 888.579.6628

Email Randy_Allen@cc.mcafee.com
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