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Objective:

To implement the design of a production rollout of Saber LAN Workstation (SLW) to the Coors Windows NT based network.  Saber will be configured to collect inventory data from Coors 16 and 32bit clients.  Saber will also be configured to distribute software using its Site Express module.  This module allows software packages to be distributed on a machine, group, or user basis.

The following reflect issues that have been encountered during the rollout planning of McAfee’s Saber LAN workstation (SLW).   These issues represent miscommunications or errors in reporting to Coors representatives the abilities of the SLW product.   

· SLW will not collect domain users lists as a stand-alone member of a resource domain.  To properly implement SLW in the Coors NT environment.  The SLW master server would have to be located in the account domain.  In this situation, the SLW master server would have to be a Primary Domain controller or Backup Domain controller in the account domain.  Both the Site Express product, and the Site Metering Product use these lists of groups and users.  To effectively use the SLW product the user accounts and group lists must be accessed.  To implement in any other manner would greatly reduce the effectiveness of SLW to Coors.   Conversations with support and development in New Jersey have indicated that SLW 6.1 will have the ability to access multiple domains, both resource and account.  Coors was told of this product refinement in the 6.1 product, and decided to leave the SLW product in its current position.   

· SLW’s 16bit inventory agents do not have the ability to capture the computer name of the inventoried workstation.   Windows NT workstations running the equip32 agent supports capturing the computer name, but win 3.x and win95 machines do not support this feature.  In an environment such as Coors, with 3000 3.x workstations,  Coors management finds this unacceptable.  


· SLW 16bit inventory agent will not run from an NT server’s logon script.  In a lab environment at Coors test machines have insufficient conventional memory to run the agent.   It is Coors system administration opinion that the lab represents the best case situation of the production world. Conversations again with development and support in NJ, have lead us to believe that in Coors current windows 3.x , TCP32 (Microsoft WFW TCP Stack) environment, our inventory and site express agent will not work from a NT logon script.

Mission:

The collection of accurate inventory information is the primary focus of the SLW rollout here at Coors.   Coors management needs this data to determine their current client count, and it’s hardware makeup.  Decisions for long time capitol spending are being held, waiting for this data.   

Solutions:

The problems regarding inventory collection of Coors 16bit clients can be addressed outside of the logon environment.  While in no way a perfect solution, the options listed below have helped other organizations overcome memory related issues for their 16 bit client.

Distribute exchange mail package to users with a VB executable or DOS batch file.  This package will test the users environment to determine 16 or 32 bit.  Upon verification of the 16bit client, we have two options of running the equip agent.  A) Have the executable place a bat file in the users startup group.  IE (\\SNOOPY\SYS\MCAFEESM\SITEINV\AGENT\EQUIP.EXE /USENIC /NOSHOW)  This will start the Inventory agents everytime the users starts windows.  B) Have either the VB executable or a .ini file editor place the equip path in the run= line of the users win.ini file. Again, every time the user starts windows the inventory agent will run.  C)  The final option involves only sending a exchange mail to user with a batch file or executable to run once, collect the inventory data, and then rollout SLW 6.1 with the newer equip16 agent.

The current issues taken as a whole to this weeks-consulting are not such as to be unrecoverable.  The seriousness of this situation is the perception that Coors personnel have not be given technically correct answers to pre rollout questions posed to sales and support personnel.  Both the Help Desk rollout and follow-up support with our enterprise support seem to Coors management, to be lacking in commitment and direction.  This situation has placed the SLW implementation at serious risk.  Coors management, still reeling from the disappointments and miscommunications of both support and Help Desk.  Feel that this situation has become almost unmanageable.  Due to the errors made in pre-rollout planning, Coors is less flexible in rollout options that do not fit the image that sales had painted for the product.

Status as of Friday August 8,1997:

SLW has been installed and configured on the Coors resource domain RES_GOLD.  The SLW server name is SNOOPY.  I have updated the software catalog, and walked Coors networking personnel over the SLW installation procedures.  I have written a NT logon script, that tests for the version of the client workstation.  Coors has decided to begin inventory on a pilot basis for their 32 bit clients.  A detailed list of all Exchange users is being prepared for distribution of the NT logon script into their user account. These users will amount to as much as one third of total Coors users.  

Also on Friday, Sherrie North requested that this statement be placed in this report and forwarded to McAfee management regarding the problems with 16bit clients and possible delays of our SLW 6.1 product.

“If McAfee cannot provide a documented guarantee that the released SLW 6.1 on Oracle will not ship past 11/97.  Coors may be forced to reevaluate the decision to go with McAfee and reopen the RFP process.” Sherrie North 8/8/1997

Technical Notes:

Installation procedures for Saber LAN Console.

The Saber LAN workstation system console is the heart of Saber LAN workstation (SLW).  The console provides access to configuration options and data for all four of the SLW modules.  

Once the personnel have been identified for console access, the installation of the console is quick and easy.  The SLW 6.02 setup program will install the client-based portion of  SLW to the local users hard drive.  The computer  SLW console is installed to, must be a Windows 95, or NT 4.0 workstation.  SLW’s console will not function on a 16bit client, and no support for this is planned for the 6.1 SLW product.

· Once the setup program is launched, it will display the three setup options for SLW.  Full-Installs the console to the local client hard drive, as well as the full SLW product to a target NT server or Novell NetWare server.   Remote-Installs the directory structure on a Novell or NT server for the Inventory module to use as a member server.   Admin Console-This option installs the SLW console to the local client hard drive, and points the software to the SLW servers database files and associated executables.  (Select the ADMIN install) Then select \\SNOOPY\SYS.   SLW will see the path to the data files it needs and prompt you to install SLW to that server path.

· After clicking next, you will be prompted to select which ADMIN options you would like to install.  Accept the default and click next.  (at this point, SLW will start to copy files)

· The 6.02 SLW console is not affected by the 6.04 service pack.  There is no reason to install the 6.04 service pack to a ADMIN install.  Once files have been copied, the SLW console is ready to start.  There is no need to re-boot.  

· The console will be installed in start\programs\mcafee\mcafee systems manager console. 

· The new ADMIN SLW console will now have full access to the SLW database, as well as the configuration of the various SLW modules.

· The server SNOOPY is a NT 4.0 Server, running NTFS as it’s file system.  Therefore, user access to write to the local hard drive is restricted.  Nick Sherwood my Coors primary contact does not have sufficient rights to SNOOPY to install and configure SLW.  Due to this restriction from the Denver West Information Center, we have at the moment left the \\SNOOPY\SYS\MCAFEESM directory open to full access.  Once the personnel that will have console access have been determined, and the console installed.  The below listed NTFS rights should be assigned to the MCAFEESM directory structure.

SLW Directory





Rights: USER                 ADMIN

\\MCAFEESM\BWORKS




              NONE

FULL
                         

\\MCAFEESM\CONSOLE



              NONE

FULL

\\MCAFEESM\CRYSTALL


                            NONE

FULL

\\MCAFEESM\DATABASE



              READ

FULL


\\MCAFEESM\DATABASE\SITEXPRS


              FULL

FULL



\\MCAFEESM\DOC





NONE

FULL

\\MCAFEESM\LANG





READ

FULL

\\MCAFEESM\PWRSCRPT




FULL

FULL

\\MCAFEESM\SAMPLE





NONE

FULL

\\MCAFEESM\SITEINV\AGENT




READ

FULL



\\MCAFEESM\SITEINV\INBOX




CHANGE
FULL

\\MCAFEESM\SITEMETR\AGENT



READ

FULL

\\MCAFEESM\SITEXPRS\AGENT



READ

FULL

\\MCAFEESM\USER





READ

FULL

**Careful consideration should be given to the personnel assigned to have access to the SLW console.  Serious harm can be done by a inexperienced users access to the console.  In the current product, once the console is installed any user can have access to any module, if they have access to the console computer.

If management decides to give console users access based upon a special CBC_GOLDEN group, then access to console files and databases can be further restricted.  Since SNOOPY is a stand alone resource server, any DOMAIN global group would need to be made a member of SNOOPY's local console group users.  From this local group, rights could be further restricted.

WAN Sites:

Coors WAN sites should be configured for inventory as Child sites to the Parent site SNOOPY.  Memphis and Shenendoah  sites will need to go to their SLW Console and right click their Inventory site name in the SLW explorer.  Then click configure site.  A dialog box will appear.  In the bottom box,  type the name of the parent server.  In this case it will be SNOOPY.  It is important to note that name resolution is extremely important.  Both WAN sites must be able to see the SNOOPY server in the RES_GOLD resource DOMAIN.  SLW provides for identification of servers from IP addresses.  To use this feature, open notepad.  Type as follows  SNOOPY 147.115.32.107 , save this file in the local server’s mcafeesm\console directory with the file name of  SERVERS.IP.   SLW does not look at a LMHOSTS, or HOSTS file for name resolution.   

SiteExpress is used to transfer the inventory data from the child server to the parent.  This user account needs to be a member of the administrators group.  SLW installation by default does this.  Also, check to see if the account can log on interactively, or across the network. Once it has been verified that inventory data is being delivered via the NT SiteInventory monitor, inventory updates are automatic.   This allows Coors management to see enterprise inventory data for both Golden and the WAN sites in one report.

Stand Alone Machine’s

I have distributed to Nick Sherwood a disk that contains a automated inventory collection batch file.  This disk will allow collection of  inventory data from machines not connected to the Coors LAN, or WAN.   This batch file runs a operating system version check to determine the operating system type (16 or 32bit) and runs the proper inventory agent.  It will them take the three invent

Wrap up report as of Friday August 15,1997:

As of the date we have captured inventory for about 160, 32 bit Windows 95 and NT workstations.  The logon.bat file added to the netlogon share of all CBC_GOLDEN PDC and BDC’s has worked very smoothly with only issues reported by Shiva remote access users.   The inventory data is being housed in the SNOOPY server and sorted by machine name.  In the Coors environment, the machine name in most cases corresponded to the internal Coors asset number.  Although we have identified machines that, do not conform to a machine-naming standard.   

Work to add the Shanadoah site to the SiteMaster CBC_GOLDEN was at the time of this report unsuccessful.  Issues remain between the  RES_SHEN server FARSIDE and the RES_GOLD server  SNOOPY.  Upon conversations with Shenadoah administration personnel, it was discovered that their SLW version was currently at 6.02.  Upgrading this server on 8/14/97, produced irregular results.   SLW is meant to be installed on a PDC or BDC of an account domain.   This represents unusual situations when presented with the current situation of the SNOOPY server.   Since the parent-child relationship between servers in NT networks should be placed both on a PDC or BDC, this current server structure with the 6.04 product is not standard.  Further conversations with development in New Jersey have enlightened the arrangement in which the SiteInventory product transfers data from one server to another.  The SiteExpress service account v6.03 creates a user in the local servers accounts database.  This account SITEEXPRESS is responsible for using a copy command to transfer site information between the parent and child.  This arrangement is also followed by another method in the NT service account. It identifies other servers running SLW services.  It searches for SLW servers set in its SERVERS.IP file.  The service transfers the inventory data via a slower packet burst method, using UDP.  This is not the preferred method.  However, this method is not dependent on NT user security according to development.  Errors received from the FARSIDE server indicate an error encountered on the local server.   Efforts to test various account relationships between the RES_SHEN and the RES_GOLD resource domains proved to be unsuccessful.  I received a master site graphic of the Coors Master domain NT arrangement.   Upon my return to Dallas,  I will send a copy of this report to Professional Consulting management.  Enterprise support personnel and development in New Jersey will review the material and make recommendations with their findings.  It should be noted that the 6.1 product that Coors had wanted does support NT Domains, both resource and account.   

In conclusion, the Coors SLW project has overcome substantial obstacles to implement a worst case solution in the environment and SLW version available.  Conversations with development slate the 6.11 product with Oracle 7.3 support around the first part of 11/97.  Since Coors has a mission critical need to gather inventory data on their LAN, I have provided in the first part of this report several options as to collect both the 16 and 32 bit client information.  It is unfortunate that miscommunication between McAfee and Coors administration has created a SLW structure that does not fully take advantage of the product features.  This problem arose out of unacceptable situation, of not receiving consistent answers from support and sales representative at McAfee.  I will encourage McAfee enterprise support and professional consulting management to find a single point of contact for Coors upgrade to the SLW 6.1 product.  It is hoped that this single point of contact can act as a lighting rod, to accept and resolve issues that prevent Coors complete satisfaction with our SLW product. 
I would like to thank both Nick Sherwood, Sherrie North and Brain Self.  They have made what success can be measured from the last two weeks possible.  Both their friendliness and the beauty of Golden made this job possible.

Sincerely,

Randy Phil Allen, II MCSE MCT

McAfee Professional Consulting

Dallas, Texas

Randy_allen@cc.mcafee.com
Pager 888.579.6628
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