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Objective:

To document the deployment of McAfee’s ME 1.5 Anti-Virus product to DISA personnel for the purpose of distributing a comprehensive desktop Anti-Virus solution.   

Network Evaluation:

After a careful review of the vast diversity of the Department of Defense networking environment, I have come to the conclusion that the implementation of ME 1.5 for the purpose of providing an Anti-Virus solution on the desktop, in the near term, will not be a successful solution for DISA.  I have listed my concerns below.

1) DOD has no concistantcy across its environment.   This is true of hardware, NOS, client OS, physical topology.   

2) DOD has no budget or mandate to train its personnel and implement this product across their network.  Since ME 1.5 exists on NT and Novell servers and distributes software via its SiteExpress agent, it’s role and impact is greater than merely an Anti-Virus desktop solution.

3) Ease of distribution is critical to McAfee’s success at DOD.  The lack of training for the ME 1.5 console and the various skill sets of system administrators at installation bases has produced disappointing results.   The mission must be to develop a solution that requires the least administrative knowledge of non Anti-Virus (distribution) related technologies.  

4) DOD is unable to produce any documentation as to the average base LAN server’s hardware configurations, NLM or Service Pack versions.  Also of concern is the potential impact of ME 1.5 on LAN bandwidth and server hardware.  

Based on the above observations of the DOD environment, I feel that the least complicated solution for Anti-Virus distribution and update be pursued via automated batch file called in the server’s login scripts.  Logic can be created inside these scripts that will identify the operating system and deploy the appropriate Anti-Virus product.   This step is critical to the immediate success of McAfee at DOD.  Local base system administrators are not using our product based on the complexity of implementing ME 1.5; therefore, they are not rolling McAfee Anti-Virus to the desktop.  Due to this complexity, Norton Anti-Virus is gaining acceptance among local base LAN administrators.  Current totals provided by DISA staff show our DOD share down to 37.8%.  This is a 15% drop in less than a month.   To reverse this trend we must provide a similar solution to Norton driven by batch files, facilitating immediate repair to our slipping DOD market presence.   Production of a testing solution will be completed by Friday November 14,1997.  At this time I will confirm with DISA staff, and provide an FTP site that DISA can obtain our distribution solution.   I will also provide DISA personnel a brief of the implementation requirements that can be given to local base system administrators.   

On November 13-14th, I will be meeting with development staff in Herndon, Virginia.  I will bring to them the NT impersonation issue outside of the ME 1.5 environment.  At the current time, I cannot promise DISA personnel an immediate solution to pushing Anti-Virus software to NT workstation clients that do not have local administrator rights to their machine.  When options can be determined for a workable solution, I will report them to DISA.  

Building long term relationships:

McAfee is committed to building a long-term relationship with DOD as a strategic vendor due to the critical nature of Anti-Virus protection and reporting, now a national security interest.   With this in mind, we are entertaining suggestions and ideas from DISA personnel to provide DISA the DATA on worldwide Virus activity.  

Lt. Walters has provided a rare insight into the DISA mission and his vision of the relationship that will be required by Anti-Virus vendors in the future.  We have an opportunity to be proactive and begin to develop solutions for these goals.  These are the areas outlined:

1) DISA needs a reporting method that can pull virus detection data from client workstations, and then pass this data to the server level and finally to a master site server.   

2) This data and its delivery up the reporting chain needs to be as close to “real time” as possible.

3) The final goal for this Virus collection and result data is to provide DISA with a worldview of virus evolution and points of first contact.   This goal is central to DISA’s mission of being the watchdog of Virus detection and eradication in DOD.

I have been in contact with our professional consulting division in Dallas and given them the direction and data that DISA would like to see our product deliver.   Discussions have initially shown the majority of this functionality exists in our current product.  I will put together the requirements given by Lt. Walters, and present them to the Professional Services group to create a solution.  I should be able to report back to DISA within 30 days as to the results.

Finally I want to thank Lt. Walters and his team.  I have been impressed by their no-nonsense approach to their jobs and duty.  I look forward to working with them in the future to allow DISA to achieve its mission.    Together we will work to improve our product offering to meet their needs.

Respectfully,

Randy Phil Allen, II MCSE MCT

Project Manager Network Management Group

McAfee Professional Consulting

Randy_allen@cc.mcafee.com
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